The 510(k) software modifications guidance focuses on the risk to users/patients resulting from the
software change. Categories of software modifications that may require a premarket submission
include:
•
•
•

A change that introduces a new risk or modifies an existing risk that could result in significant
harm;
A change to risk controls to prevent significant harm; and
A change that significantly affects clinical functionality or performance specifications of the
device.

When applied to AI/ML-based SaMD, the above approach would require a premarket submission to the
FDA when the AI/ML software modification significantly affects device performance, or safety and
effectiveness 6; the modification is to the device’s intended use; or the modification introduces a major
change to the SaMD algorithm. For a PMA-approved SaMD, a supplemental application would be
required for changes that affect safety or effectiveness, such as new indications for use, new clinical
effects, or significant technology modifications that affect performance characteristics.
To address the critical question of when a continuously learning AI/ML SaMD may require a premarket
submission for an algorithm change, we were prompted to reimagine an approach to premarket review
for AI/ML-driven software modifications. Such an approach would need to maintain reasonable
assurance of safety and effectiveness of AI/ML-based SaMD, while allowing the software to continue to
learn and evolve over time to improve patient care.
To date, FDA has cleared or approved several AI/ML-based SaMD. Typically, these have only included
algorithms that are “locked 7” prior to marketing, where algorithm changes likely require FDA premarket
review for changes beyond the original market authorization. However, not all AI/ML-based SaMD are
locked; some algorithms can adapt over time. The power of these AI/ML-based SaMD lies within the
ability to continuously learn, where the adaptation or change to the algorithm is realized after the SaMD
is distributed for use and has “learned” from real-world experience. Following distribution, these types
of continuously learning and adaptive AI/ML algorithms may provide a different output in comparison to
the output initially cleared for a given set of inputs.
The traditional paradigm of medical device regulation was not designed for adaptive AI/ML
technologies, which have the potential to adapt and optimize device performance in real-time to
continuously improve healthcare for patients. The highly iterative, autonomous, and adaptive nature of
these tools requires a new, total product lifecycle (TPLC) regulatory approach that facilitates a rapid
cycle of product improvement and allows these devices to continually improve while providing effective
safeguards.
This discussion paper proposes a framework for modifications to AI/ML-based SaMD that is based on
the internationally harmonized International Medical Device Regulators Forum (IMDRF) risk
categorization principles, FDA’s benefit-risk framework, risk management principles in the software

21 CFR 807.81(a)(3).
We define a “locked” algorithm as an algorithm that provides the same result each time the same input is applied to it and does not change
with use. Examples of locked algorithms are static look-up tables, decision trees, and complex classifiers.
6
7
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result, given the same set of inputs at time A (before update) and time B (after update), the output of
the algorithm may differ.
Although AI/ML-based SaMD exists on a spectrum from locked to continuously adaptive algorithms, a
common set of considerations for data management, re-training, and performance evaluation can be
applied to the entire spectrum of SaMD. For example, the rigor of performance evaluation for both
locked and continuously adaptive algorithms depend on the test methods, quality and applicability of
dataset used for testing, and the algorithm's training methods. Robust algorithms typically require the
availability of large, high-quality, and well-labeled training data sets. Likewise, a common set of
principles can be applied to considerations about how to provide confidence in function and
performance to users through appropriate validation, transparency, and claims after the modification.

III.

Types of AI/ML-based SaMD Modifications

There are many possible modifications to an AI/ML-based SaMD. Some modifications may not require a
review based on guidance provided in “Deciding When to Submit a 510(k) for a Software Change to an
Existing Device.” 13 This paper anticipates that many modifications to AI/ML-based SaMD involve
algorithm architecture modifications and re-training with new data sets, which under the software
modifications guidance would be subject to premarket review. The types of modifications generally fall
into three broad categories:
•
•
•

Performance – clinical and analytical performance 14;
Inputs used by the algorithm and their clinical association to the SaMD output; and/or
Intended use 15 – The intended use of the SaMD, as outlined above and in the IMDRF risk
categorization framework, described through the significance of information provided by the
SaMD for the state of the healthcare situation or condition.

The changes described may not be mutually exclusive – one software modification may impact, for
example, both a change in input and change in performance; or, a performance change may increase a
device’s clinical performance that in turn impacts the intended use. These software changes in AI/MLbased SaMD, grouped by the types of changes as described above, have different impact on users,
which may include either patients, healthcare professionals, or others:
i.

Modifications related to performance, with no change to the intended use or new input
type: This type of modification includes improvements to analytical and clinical performance
that can result from a number of changes. This may include re-training with new data sets
within the intended use population from the same type of input signal, a change in the
AI/ML architecture, or other means. For this type of modification, the manufacturer
commonly aims to update users on the performance, without changing any of the explicit
use claims about their product (e.g., increased sensitivity of the SaMD at detecting breast
lesions suspicious for cancer in digital mammograms).

13
Deciding When to Submit a 510(k) for a Software Change to an Existing Device:
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm514737.pdf.
14
Software as a Medical Device (SaMD): Clinical Evaluation:
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm524904.pdf.
15
In this document, “modifications related to intended use” refers to changes within the parameters of the cleared/approved intended use as
defined in the classification regulation or FDA approval or authorization.
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2. Conduct premarket review for those SaMD that require premarket submission 17 to demonstrate
reasonable assurance of safety and effectiveness and establish clear expectations for
manufacturers of AI/ML-based SaMD to continually manage patient risks throughout the
lifecycle;
3. Expect manufacturers to monitor the AI/ML device and incorporate a risk management
approach and other approaches outlined in “Deciding When to Submit a 510(k) for a Software
Change to an Existing Device” Guidance 18 in development, validation, and execution of the
algorithm changes (SaMD Pre-Specifications and Algorithm Change Protocol); and
4. Enable increased transparency to users and FDA using postmarket real-world performance
reporting for maintaining continued assurance of safety and effectiveness.

1. Quality Systems and Good Machine Learning Practices (GMLP):
The FDA expects every medical device manufacturer to have an established quality system that is geared
towards developing, delivering, and maintaining high-quality products throughout the lifecycle that
conforms to the appropriate standards and regulations. 19 Similarly, for AI/ML-based SaMD, we expect
that SaMD developers embrace the excellence principles of culture of quality and organizational
excellence. 20
As is the case for all SaMD, devices that rely on AI/ML are expected to demonstrate analytical and
clinical validation, as described in the SaMD: Clinical Evaluation guidance (Figure 3). 21 The specific types
of data necessary to assure safety and effectiveness during the premarket review, including study
design, will depend on the function of the AI/ML, the risk it poses to users, and its intended use.

Figure 3: IMDRF description of Clinical Evaluation components

AI/ML algorithm development involves learning from data and hence prompts unique considerations
that embody GMLP. In this paper, GMLP are those AI/ML best practices (e.g., data management, feature
extraction, training, and evaluation) that are akin to good software engineering practices or quality
system practices. Examples of GMLP considerations as applied for SaMD include:
21 CFR Part 807 Subpart E or 21 CFR Part 814 Subpart B.
Deciding When to Submit a 510(k) for a Software Change to an Existing Device:
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm514737.pdf.
19
21 CFR Part 820.
20
See the discussion in Developing a Software Precertification Program: A Working Model; v1.0 – January 2019:
https://www.fda.gov/downloads/MedicalDevices/DigitalHealth/DigitalHealthPreCertProgram/UCM629276.pdf.
21
Software as a Medical Device (SaMD): Clinical Evaluation:
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm524904.pdf.
17
18
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general overview of the components of an ACP. This is "how" the algorithm will learn and change while
remaining safe and effective.

Figure 4: Algorithm Change Protocol components

Scope and limitations for establishing SPS and ACP: The FDA acknowledges that the types of changes
that could be pre-specified in a SPS and managed through an ACP may necessitate individual
consideration during premarket review of benefits and risks to patients of that particular SaMD. The
extent to which pre-approval of a SPS and an ACP can be relied on to support future modifications
depends on various factors. The following are example scenarios that illustrate the general concept of
establishing an appropriate SPS and its corresponding ACP:
•

Changes that involve improvements in performance, or changes in input, without affecting the
intended use of the SaMD, may be accomplished with an appropriate level of pre-specification
and an appropriate ACP that provides reasonable assurance that performance will be improved
or maintained. The ACP may include the basis of validation and methods to adequately monitor
and control for significant degradation in performance or introduce risks to patients.

•

Certain changes related to the intended use, in particular, an increase in the significance of the
information provided to the user for the same healthcare situation or condition. Using the
IMDRF risk framework as the basis for an example, a SPS may include a modification related to
the intended use within “drive clinical management,” which may shift the intended use from
“identify early signs of a disease or conditions” to “aid in making a definitive diagnosis” for the
same healthcare situation or condition. An appropriate ACP might be developed, reviewed, and
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modifications guidance results in either 1) submission of a new 510(k) for premarket review or 2)
documentation of the modification and the analysis in the risk management and 510(k) files. If, for
AI/ML SaMD with an approved SPS and ACP, modifications are within the bounds of the SPS and the
ACP, this proposed framework suggests that manufacturers would document the change in their change
history and other appropriate records, and file for reference, similar to the “document” approach
outlined in the software modifications guidance.

Figure 5: Approach to modifications to previously approved SaMD with SPS and ACP. This flowchart should only be
considered in conjunction with the accompanying text in this white paper.

In the software modifications guidance, depending on the type of change, if the modification is beyond
the intended use for which the SaMD was previously authorized, manufacturers are expected to submit
a new premarket submission. 24 For this proposed approach, we anticipate that there may be cases
where the SPS or ACP can be refined based on the real-world learning and training for the same
intended use of AI/ML SaMD model. In those scenarios, FDA may conduct a “focused review” of the
proposed SPS and ACP for a particular SaMD. Manufacturers may leverage some of the following
options to engage with FDA on the SPS and ACP for a particular SaMD:

24

21 CFR 807.81(a)(3) or 21 CFR 814.39(a).
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1. Intensive Care Unit (ICU) SaMD
Description of SaMD: An AI/ML application intended for ICU patients receives electrocardiogram, blood
pressure, and pulse-oximetry signals from a primary patient monitor. The physiologic signals are
processed and analyzed to detect patterns that occur at the onset of physiologic instability. When
physiologic instability is detected, an audible alarm signal is generated to indicate that prompt clinical
action is needed to prevent potential harm to the patient. This SaMD AI/ML application will ‘drive
clinical management’ in a ‘critical healthcare situation or condition.’
SPS: The manufacturer proposes two potential modifications for ICU SaMD:
•
•

Modify the algorithm to ensure consistent performance across sub-populations, especially in
cases where real-world monitoring suggests the algorithm underperforms; and
Reduce false-alarm rates while maintaining or increasing sensitivity to the onset of physiologic
instability.

ACP: For these modifications, the ACP details the methods for database generation, reference standard
labeling, and comparative analysis along with the performance requirements and statistical analysis
plan. The manufacturer follows GMLP.
Modification Scenario 1A: Increase in performance (type i modification), consistent with SPS and ACP
In accordance with the ACP, data was collected and used to modify the algorithm in a way that the
manufacturer believes will lower the false-alarm rate while maintaining the sensitivity. A separate
independent validation data set was collected. The manufacturer used the independent data set to
perform analytical validation and found that the false-alarm rate was reduced while the sensitivity
remained the same. Labeling was updated in accordance with the modified SaMD performance, and
communication was provided to SaMD users. The algorithm modification may be made without
additional FDA review.
Modification Scenario 1B: Increase in performance and change related to intended use (type iii
modification), inconsistent with SPS and ACP
In accordance with the ACP, the manufacturer re-trained their algorithm using additional data to
improve the sensitivity, however, analytical validation demonstrated that the revised algorithm has the
same sensitivity and false-alarm rate as the previous version. The manufacturer noticed that the
modified algorithm can maintain that same sensitivity 15 minutes prior to the onset of physiologic
instability, which the previous version of the algorithm could not do.
The manufacturer would like to update their algorithm, labeling, and intended use to indicate that the
alarm condition now reflects prediction of a physiologic instability within the next 15 minutes, which
was not previously included in the SPS and ACP. Because the methods required for analysis,
performance, and statistics are not consistent with predicting a future state, and the significance of
information provided by the SaMD has changed, FDA may review a new SPS and ACP that includes this
information for the algorithm modification before the manufacturer is permitted to make the change.
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2. Skin Lesion Mobile Medical App (MMA)
Description of SaMD: An AI/ML MMA uses images taken by a smartphone camera to provide detailed
information to a dermatologist on the physical characteristics of a skin lesion in order for the
dermatologist to label the skin lesion as benign or malignant. The MMA will 'drive clinical management'
in a 'serious healthcare situation or condition.'
SPS: The manufacturer proposes two potential modifications for the Skin Lesion MMA:
•
•

Improve sensitivity and specificity in analyzing physical characteristics of benign or malignant
skin lesions using real-world data; and
Extend the MMA to be used with similar smartphone image acquisition systems, with prespecified acceptance criteria for the image acquisition characteristics and a real-world
performance plan to monitor performance across image acquisition systems.

ACP: For these modifications, the ACP includes detailed methods for database generation, reference
standard labeling, and comparative analysis along the performance requirements, including sensitivity
and specificity. The manufacturer incorporates the acceptance criteria for image acquisition systems
intended for future compatibility with the MMA, and the validation study to demonstrate MMA
performance requirements using new input. The manufacturer also includes the real-world performance
plan. The manufacturer follows GMLP.
Modification Scenario 2A: Increase in performance (type i modification), consistent with SPS and ACP
The manufacturer collected real-world data from use of the MMA on various smartphone platforms. The
actively 'learning' (but not distributed) MMA demonstrated improved sensitivity and specificity in
assessment of skin lesion physiological characteristics following analytical validation, which was
performed as described in the ACP. Labeling was updated in accordance with the updated MMA
performance, and communication was provided to users on the improved performance characteristics.
The modified algorithm that 'learned' on real-world data can be marketed without additional FDA
review.
Modification Scenario 2B: Change in input (type ii modification), consistent with SPS and ACP
The manufacturers analytical validation demonstrated the MMA can be deployed on two additional
smartphones that have image acquisition criteria consistent with what was provided in the SPS and ACP.
The analytical performance using the new image acquisition systems was consistent with the initial
performance. Labeling was updated to reflect the new MMA compatibility with additional smartphones,
which may increase access of the MMA in the healthcare community. Communication updates on device
compatibility were also provided. The algorithm modification may be made without additional FDA
review.
Modification Scenario 2C: Change related to intended use (type iii modification), inconsistent with SPS
and ACP
The manufacturer would like to distribute a new version of the MMA on smartphone platforms that is
patient-facing. The MMA would provide an analysis of the physiological characteristics of skin lesions, as
it does currently, and direct patients to follow-up with a dermatologist based on the preliminary analysis
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of the malignancy of the skin lesion. The modification also introduces many new, unconsidered risks that
were not yet mitigated in the current SPS or ACP given that the new MMA will be patient-facing. FDA
may require a new premarket submission or application and updated SPS and ACP for this algorithm
modification.
3. X-Ray Feeding Tube Misplacement SaMD
Description of SaMD: A SaMD analyzes chest x-rays taken of hospitalized inpatients after they had
undergone placement of a feeding tube, in order to evaluate the tube placement, detect incorrectly
placed tube, and triage radiologists review of those films among the queue of similar images. This SaMD
will 'drive clinical management' in a 'serious healthcare situation or condition.'
SPS: The manufacturer proposes two potential modifications for the X-Ray Feeding Tube Misplacement
SaMD:
•
•

Improve accuracy of performance in identification of incorrect tube placements using real-world
data; and
Allow the algorithm to notify nursing staff to check on the patient, in parallel with its triaging of
the film in the radiologist's queue, based on achieving a pre-specified performance threshold.

ACP: For these modifications, the ACP details methods for real-world data collection, including inclusion
and exclusion criteria, reference standard information, and comparative and statistical analysis for
performance testing. The ACP also details the analytical validation for performance improvement, as
well as the clinical validation for determining high-confidence cases. The manufacturer follows GMLP.
Modification Scenario 3A: Increase in performance and change related to intended use (type iii
modification), consistent with SPS and ACP
The manufacturer re-trained and re-validated the algorithm on real-world data, as described in the ACP,
which improved the SaMD accuracy in identifying incorrect feeding tube placements. This performance
improvement provided the data that supported clinical validation of high confidence cases, as described
in the ACP. The new version of this SaMD has a modified healthcare situation or condition in which
nursing staff would be notified in parallel with radiologists, for high confidence cases with feeding tube
misplacements. This could allow for improved and rapid response and corrective action for that subset
of impacted patients. Labeling of the device was changed in accordance with the SPS and ACP. The
modified algorithm can be marketed without additional FDA review.
Modification Scenario 3B: Change related to intended use (type iii modification), inconsistent with SPS
and ACP
The manufacturer used a new database of images with expert radiologists’ annotations to train and
evaluate a new AI/ML algorithm to identify pneumonia on chest x-rays. The algorithm development and
validation testing are similar to what was originally presented in the SPS and ACP protocols; however,
adaptions were necessary given the new and different clinical tasks, requiring, for example, new
reference standards. The changes reflect a change in the healthcare situation and condition as well as
the significance of information, and result in a new intended use for the product. FDA may require a
new premarket submission or application and updated SPS and ACP for this algorithm modification.
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VII.

Questions / Feedback

1. Do these categories of AI/ML-SaMD modifications align with the modifications that would typically
be encountered in software development that could require premarket submission?
2. What additional categories, if any, of AI/ML-SaMD modifications should be considered in this
proposed approach?
3. Would the proposed framework for addressing modifications and modification types assist the
development AI/ML software?
4. What additional considerations exist for GMLP?
5. How can FDA support development of GMLP?
6. How do manufacturers and software developers incorporate GMLP in their organization?
7. What are the appropriate elements for the SPS?
8. What are the appropriate elements for the ACP to support the SPS?
9. What potential formats do you suggest for appropriately describing a SPS and an ACP in the
premarket review submission or application?
10. How should FDA handle changes outside of the “agreed upon SPS and ACP”?
11. What additional mechanisms could achieve a “focused review” of an SPS and ACP?
12. What content should be included in a “focused review”?
13. In what ways can a manufacturer demonstrate transparency about AI/ML-SaMD algorithm updates,
performance improvements, or labeling changes, to name a few?
14. What role can real-world evidence play in supporting transparency for AI/ML-SaMD?
15. What additional mechanisms exist for real-world performance monitoring of AI/ML-SaMD?
16. What additional mechanisms might be needed for real-world performance monitoring of AI/MLSaMD?
17. Are there additional components for inclusion in the ACP that should be specified?
18. What additional level of detail would you add for the described components of an ACP?
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